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Abstract - The main aim of the paper is the Source Obscurity 

in Sensor Network .i.e. Unauthorized Observers must be unable 

to detect the origin of events by judging the network traffic. This 

Research presents a new framework for, analyzing and 

evaluating anonymity in sensor networks .Paper is divided in to 

two main parts: The first deals with qualitative measure to 

frame anonymity in wireless sensor network. The second will 

focus on removal of nuisance parameter by converting it to 

binary codes. Finally literature indicates how obscurity can be 

improved using the described framework. 
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1. Introduction 
 

Wireless sensor networks have recently gained much 

attention in the sense that they can be readily deployed for 

many different types of missions. In particular, they are 

useful for the missions that are difficult for humans to 

carry out. 

 

In many applications, such monitoring networks consist 

of energy constrained nodes that are expected to operate 

over an extended period of time, making energy efficient 

monitoring an important feature for unattended networks. 

In such scenarios, nodes are designed to transmit 

information only when a relevant event is detected (i.e., 

event-triggered transmission). Consequently, given the 

location of an event triggered node, the location of a real 

event reported by the node can be approximated within 

the node’s sensing range. There are three parameters that 

can be associated with an event detected and reported by a 

sensor node: the description of the event, the time of the 

event, and the location of the event. When sensor 

networks are deployed in untrustworthy environments, 

protecting the privacy of the three parameters that can be  

 

attributed to an event-triggered transmission becomes an 

important security feature in the design of wireless sensor 

networks .The source anonymity problem in wireless 

sensor networks is the problem of studying techniques 

that provide time and location privacy for events reported 

by sensor nodes. 

 

2. Model Assumption 
 

The first step towards achieving source anonymity for 

sensor networks in the presence of global adversaries is to 

refrain from event-triggered transmissions. To do that, 

nodes are required to transmit fake messages even if there 

is no data to send. In other words, transmitting real events 

as soon as they are detected does not provide source 

anonymity against statistical adversaries analyzing a 

series of fake and real transmissions. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig.1.[1] B. Alomair, A. Clark, J. Cuellar, and R. Poovendran , 2010,  

(Fast Abstract). 

Different approaches for embedding the report of real events within a series 

of fake transmissions; (a)shows the pre-specified distribution of fake 

transmissions,(b) illustrates how real events are transmitted as soon as they 

are detected, (c) illustrates how nodes report real events instead of the next 

scheduled fake message. 
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One way to mitigate the above statistical analysis is 

illustrated in Figure 1(c). As opposed to transmitting real 

events as they occur, they can be transmitted instead of 

the next scheduled fake one. When real events have time-

sensitive information, such delays might be unacceptable. 

Reducing the delay of transmitting real events by adopting 

a more frequent scheduling algorithm is impractical for 

most sensor network applications since sensor nodes are 

battery powered and, in many applications, unchangeable. 

Therefore, a frequent transmission scheduling will 

drastically reduce the desired lifetime of the sensor 

network. The Statistical Source Anonymity (SSA) 

problem in sensor networks is the study of techniques that 

prevent global adversaries from exposing source location 

by performing statistical analysis on nodes transmissions. 

Practical SSA solutions need to be designed to achieve 

their objective under two main constraints: minimizing 

delay and maximizing the lifetime of sensors’ batteries. 

 

3. Proposed Framework 

 
 3.1 Source Anonymity. 

 
In this section, source anonymity model for wireless 

sensor networks is being introduced. Intuitively, 

anonymity should be measured by the amount of 

information about the occurrence time and location of 

reported events an adversary can extract by monitoring 

the sensor network. The challenge, however, is to come 

up with an appropriate model that captures all possible 

sources of information leakage and a proper way of 

quantifying anonymity in different systems. 

 

3.2 Interval in Distinguishability 
 

Currently, statistical anonymity in sensor networks is 

modeled by the adversary’s ability to distinguish between 

real and fake transmissions by means of statistical 

analysis. That is, given a series of transmissions of a 

certain node, the adversary must be unable to distinguish, 

with significant confidence, which transmission carries 

real information and which transmission is fake, 

regardless of the number of transmissions the adversary 

may observe. 

 

 Definition 1 (Interval Indistinguishability) [1]: Let IF 

denotes a time interval without any real event 

transmission (called the “fake interval” for the rest of the 

paper), and IR denotes a time interval with real event 

transmissions (called the “real interval” for the rest of the 

paper). The two time intervals are said to be statistically 

indistinguishable if the distributions of inter-transmission 

times during these two intervals cannot be distinguished 

with significant confidence. 

 

3.3 Mapping Statistical Source Anonymity to Binary 

Hypothesis Testing 
 

In binary hypothesis testing, given two hypothesis, H0 

and H1, and a data sample that belongs to one of the two 

hypotheses (e.g., a bit transmitted through a noisy 

communication channel), the goal is to decide to which 

hypothesis the data sample belongs. In the statistical 

strong anonymity problem under interval 

indistinguishability, given an interval of intertransmission 

times, the goal is to decide whether the interval is fake or 

real (i.e., consists of fake transmissions only or contains 

real transmissions).That is, given two hypotheses (a real 

interval and a  fake interval) and an observed data (an 

interval of inter-transmission times of a sensor node), the 

goal of the adversary is to determine to which hypothesis 

the observed data belongs (i.e., whether the observed 

interval contains real event transmissions). 

 

3.4 Nuisance Parameters 
 

In statistical decision theory, the term “nuisance 

parameters” refers to information that is not needed for 

hypothesis testing and, further, can preclude a more 

accurate decision making. When performing hypothesis 

testing of data with nuisance parameters, it is desired 

(even necessary in some scenarios) to find an appropriate 

transformation of the data that removes or minimizes the 

effect of the nuisance information before performing the 

hypothesis testing.  

 

4. The Proposed Approach 
 

To improve anonymity, literature suggests introducing the 

same correlation of inter-transmission times during real 

intervals to inter-transmission times during fake intervals. 

That is, let the transmission procedure consists of two 

different algorithms: AR and AF. In the presence of real 

events (i.e., in real intervals), algorithm AR is 

implemented. In the absence of real events (i.e., in fake 

intervals), algorithm AF is implemented. Algorithm AR 

is the same as the algorithm. In algorithm AF, the node 

generates two sets of events independently of each other: 

“dummy events”, dummy events are generated to be 

handled as if they are real events. That is, dummy events 

are generated independently of fake messages and, upon 

their generation, their transmission times are determined 

according to the algorithm. The purpose of this procedure 

is to introduce the same correlation of real intervals into 
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fake intervals. That is, not only the two sequences of 

intertransmission times will be statistically 

indistinguishable means of statistical goodness of fit tests 

[11] but also the binary codes representing fake and real 

intervals will have the same statistical behavior. The 

Anderson-Darlington test is used in both algorithms, AR 

and AF, to determine the transmission times of real events 

and dummy events, respectively. 

 

5. Experimental Results 
 

This work is about developing A statistical framework 

using Java & MySql. Java Simulator is used for 

simulating Sensor nodes. Since java is platform 

independent this language is used instead of traditional 

NS2 simulator. Using AD test in our algorithm AR and 

AF we have generated fake path by means of random 

values and real path will remain hidden. File will be 

encrypted and will be sent in various paths towards 

destination. Since message will be sent in various paths 

simultaneously adversaries will get confused. They will 

try to get the message and if they are on fake path they 

will fail in getting the message within a limited timeframe 

and message will reach destination successfully. Then 

adversary might try the other path thinking that it is real. 

Once message has been reached it will be useless 

decrypting it. Even if Adversaries are found to be on Real 

Path or if adversaries succeed in getting the real path they 

won’t get the message since the code required decrypting 

it is with the recipient only and no one else. Message 

Packet Flow is encrypted in the binary format such that 

correlations analysis will fail to distinguish between real 

and fake path. Since the Message is sent at the same time 

via different paths events are indistinguishable resulting 

in anonymity of the node from where the message has 

come. 

 

6. Performance 
 

Proposed Statistical Framework will help to manually 

delay the message by manually changing the weights 

assigned to the link connecting Nodes. It can also be used 

from Any Location and on any platform. Source Obscurity 

can be demonstrated successfully using this framework. 

 

7. Conclusions 
 

The Source Obscurity can be achieved using the given 

framework and Binary Hypothesis” concept is being 

implemented. This Statistical Framework can be 

improved further for a moving target using more efficient 

cryptographic techniques. 

 

 

 

 
 

 

 

 
 

Fig.2. Real and Fake paths from Source to Destination. . 
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