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Abstract- We are living in an Electronics World. The 

advancements in World Wide Web and the explosive growth 

in communication techniques in recent years have created a lot 
of conveniences in our day-today life. Here we have to give the 

prime importance to security and the confidentiality of the 

sensitive data we are transmitting across the world. To protect 

this data from unauthorized access and tampering, various 
methods have been developed and are in practice today. Data 
hiding technique, is the process of concealing sensitive 

information in any media to transfer it securely over the 
underlying unreliable and unsecured communication network. 

Recently, more and more attention is paid to Reversible Data 
Hiding (RDH) in encrypted images, since it offers the excellent 

property that the original cover can be recovered without any 

loss after embedded data is extracted while protecting the 
image content’s confidentiality. RDH in the encrypted images 

by allocating memory before encryption method is used to 
recover the original cover without any loss & errors. It is 

basically used in the medical metaphors, military metaphors 
and law forensics, where no distortion of the original image is 
allowed.  

 

Keywords- Reversible Data Hiding (RDH), Advanced 

Encryption Standard (AES), Histogram Shift (HS) 

 

1. Introduction 
 

As the digital techniques for transmitting and storing 

multimedia information are increasing, it is becoming an 

important issue how to protect their confidentiality, 

integrity and authenticity of images. So by using some 

encryption techniques copying of the data need to be 

restricted.  

 

However encryption does not provide overall protection. 

Once the encrypted data are decrypted, they can be 

freely distributed or manipulated. This problem can be 

solved by hiding some ownership data into the 

multimedia data which can be extracted later to prove 

the ownership. Most of the work on reversible data 

hiding focuses on the data embedding/extracting on the 

plain spatial domain. This method by reserving room 

before encryption with a traditional RDH algorithm, and 

thus it is easy for the data hider to reversibly embed data 

in the encrypted image.  

2. Literature Survey 

 

The secret data should stay hidden in a host signal, even 
if that signal is subjected to manipulations as filtering, 

resampling, cropping, or lossy data compression. Since 

no one method is capable of achieving all these goals, a 

class of processes is needed to span the range of possible 

applications, Trade-offs exists between the quantity of 

data and the immunity to modification [1]. In other 

applications, such as remote sensing and high-energy 

particle physical experimental investigation, it is also 

desired that the original cover media can be recovered 

because of the required high-precision nature. The 

marking techniques satisfying this requirement are 

referred to as reversible, lossless, distortion-free, or 
invertible data hiding techniques.  

 

Reversible data hiding facilitates immense possibility of 

applications to link two sets of data in such a way that 

the cover media can be losslessly recovered after the 

hidden data have been extracted out, thus providing an 

additional avenue of handling two different sets of 

data[2]. This method of reversible data hiding technique 

is able to embed about 5–80 kb into a 512x512x8 gray 

scale image while guaranteeing the PSNR of the marked 

image versus the original image to be above 48 dB [2]. 
Many RDH methods have been proposed since it was 

introduced.  The various methods of data hiding in the 

image are differential expansion, histogram shift or the 

combination of both the techniques. This is useful in the 

way that these methods recover the image with its 

original quality with improved PSNR ratio [3].  

 

In the case of block encryption methods applied to 

images, one can encounter three inconveniences. The 

first one is when we have homogeneous zones (regions 

with the same colour), all blocks in these zones are 
encrypted in the same manner. The second problem is 

that block encryption methods are not robust to noise. 

Indeed, because of the large size of the blocks (which is 

at least of 128 bits) the encryption algorithms per block, 

symmetric or asymmetric, cannot be robust to noise. The 

third problem is data integrity. The combination of 
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image authentication, encryption and data-hiding  can 

solve these types of problems [4]. By the proposed 

binary codes [5], improved three RDH schemes, that use 

binary feature sequence as covers.  

 

In Reference [6], Xinpeng Zhang proposed separable 

reversible data hiding in encrypted images. In the first 

phase, a content owner encrypts the original 

uncompressed image using an encryption key. Then, a 

data-hider may compress the least significant bits of the 

encrypted image using a data-hiding key to create a 

sparse space to accommodate some additional data( i.e., 

Vacating Room After Encryption (VRAE) method). 

With an encrypted image containing additional data, if a 

receiver has the data-hiding key, he can extract the 

additional data though he does not know the image 

content. If the receiver has the encryption key, he can 

decrypt the received data to obtain an image similar to 
the original one, but cannot extract the additional data. If 

the receiver has both the data-hiding key and the 

encryption key, he can extract the additional data and 

recover the original content without any error by 

exploiting the spatial correlation in natural image when 

the amount of additional data is not too large [6].  

 

All previous methods embed data by reversibly vacating 

room from the encrypted images, which may be subject 

to some errors on data extraction and/or image 

restoration. In Reference [7], Kede Ma, Weiming Zhang, 
and Xianfeng  Zhao, improved the above method by 

reserving room before encryption with a traditional RDH 

algorithm, and thus it is easy for the data hider to 

reversibly embed data in the encrypted image. The 

proposed method can achieve real reversibility, that is, 

data extraction and image recovery are free of any error. 

Experiments show that this novel method can embed 

more than 10 times as large payloads for the same image 

quality as the previous methods.  

 

In Reference [8], Dalel Bouslimi, Michel Cozic, and 

Christian Roux, Fellow, have proposed a new joint 
watermarking/encryption system, which guarantees a 

priori and a posteriori protection of images. It merges 

the Quantization Index Modulation (QIM) and  AES 

algorithm or a block cipher algorithm. It uses four types 

of transformations such as Substitution, Permutation, 

Mixing and Key Adding etc, to achieve its goal. Data 

Authentication [9] and AES Encryption [10] method 

ensures the confidentiality and the perfect Reversibility 

is achieved through Reversible data hiding by reserving 

room before Encryption.  

 
In Reference [10], P. Radhadevi and P. Kalpana aims to 

provide user satisfaction by transmitting personal and 

sensitive image data securely. The Advanced Encryption 

Standard offers the flexibility of allowing different key 

sizes 128 bit, 192 bit and 256-bit key and the security is 

based on the various random key selections, different S-

box and strong transformations. Thus the algorithm 

provides many different flexible implementations. 

Lastly, this intends to give an insight in understanding 

the concepts of image cryptography along with the 

importance of secure image transmission. Experiments 

show that this method can embed more than 10 times as 

large payloads for the same image quality as the 

previous methods and PSNR is also improved. 

 

This paper is organized in the following manner. Section 

3 briefly introduces previous methods. The novel 

method is elaborated in Section 4 followed by some 

implementation issues and results in Section 5. The 

paper is concluded in Section 6. 

 

3. Previous Arts 

 
In general framework for RDH, by first extracting 

compressible features of original cover and then 

compressing them losslessly, spare space can be saved 

for embedding auxiliary data. A more popular method is 

based on difference expansion (DE) , in which the 
difference of each pixel group is expanded, e.g., 

multiplied by 2, and thus the least significant bits (LSBs) 

of the difference are all-zero and can be used for 

embedding messages. Another promising strategy for 

RDH is histogram shift (HS), in which space is saved for 

data embedding by shifting the bins of histogram of gray 

values. The state-of-art methods usually combined DE 

or HS to residuals of the image, e.g., the predicted 

errors, to achieve better performance. With regard to 

providing confidentiality for images, encryption is an 

effective and popular means as it converts the original 

and meaningful content to incomprehensible one. Due to 

the increasing use of images in industrial process, it is 

essential to protect the confidential image data from 

unauthorized access. Advanced Encryption Standard 

(AES) is a well known block cipher that has several 

advantages in data encryption. However, it is not 

suitable for real-time applications. 

 

Although a few RDH techniques in encrypted images 

have been published yet, there are some promising 

applications if RDH can be applied to encrypted images. 
A reversible data colouring technique based on 

encrypted data is preferred. Suppose a medical image 

database is stored in a data center, and a server in the 

data center can embed notations into an encrypted 

version of a medical image through a RDH technique. 

With the notations, the server can manage the image or 

verify its integrity without having the knowledge of the 

original content, and thus the patient’s privacy is 

protected. On the other hand, a doctor, having the 

cryptographic key, can decrypt and restore the image in 

a reversible manner for the purpose of further 

diagnosing.To separate the data extraction from image 
decryption, emptied out space for data embedding 

following the idea of compressing encrypted images. 

Compression of encrypted data can be formulated as 

source coding with side information at the decoder, in 

which the typical method is to generate the compressed 
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data in lossless manner by exploiting the syndromes of 

parity-check matrix of channel codes. In the next  

method, compressed the encrypted LSBs to vacate room 

for additional data by finding syndromes of a parity-

check matrix, and the side information used at the 

receiver side is also the spatial correlation of decrypted 

images. All the three methods try to vacate room from 

the encrypted images directly. However, since the 

entropy of encrypted images has been maximized, these 

techniques can only achieve small payloads or generate 

marked image with poor quality for large payload and all 

of them are subject to some error rates on data extraction 

and/or image restoration. Although the methods can 

eliminate errors by error correcting codes, the pure 

payloads will be further consumed. 

 

In Vacating Room After Encryption (VRAE) 

framework, a content owner encrypts the original image 
using a standard cipher with an encryption key. After 

producing the encrypted image, the content owner hands 

over it to a data hider (e.g., a database manager) and the 

data hider can embed some auxiliary data into the 

encrypted image by losslessly vacating some room 

according to a data hiding key. Then a receiver, maybe 

the content owner himself or an authorized third party 

can extract the embedded data with the data hiding key 

and further recover the original image from the 

encrypted version according to the encryption key.In all 

methods, the encrypted 8-bit gray-scale images are 
generated by encrypting every bit-planes with a stream 

cipher. The method in  segments the encrypted image 

into a number of non overlapping blocks sized by  a x a 

each block is used to carry one additional bit. To do this, 

pixels in each block are pseudo-randomly divided into 

two sets S1 and S2 and according to a data hiding key. If 

the additional bit to be embedded is 0, flip the 3 LSBs of 

each encrypted pixel in S1 , otherwise flip the 3 

encrypted LSBs of pixels in S2 . For data extraction and 

image recovery, the receiver flips all the three LSBs of 

pixels in S1 to form a new decrypted block, and flips all 

the three LSBs of pixels in S2 to form another new 
block; one of them will be decrypted to the original 

block.  

Due to spatial correlation in natural images, original 

block is presumed to be much smoother than interfered 

block and embedded bit can be extracted 

correspondingly. 

 

4. Proposed method 
 

The combination of encryption and data-hiding can 

solve most of the security problems. The encryption 

Process can be symmetric, asymmetric or hybrid and can 

be applied to blocks or streams. 
 

The Advanced Encryption Standard (AES) algorithm 
consists of a set of processing steps repeated for a 

number of iterations called rounds so as to maintain the 

confidentiality. So, in the proposed method we 

implement Reversible Data Hiding in AES Encrypted 

Images by Reserving Room before Encryption. And the 

confidentiality is further preserved by, Image 

Authentication before the data transmission. 

 

Since losslessly vacating room from the encrypted 

images is relatively difficult and sometimes inefficient. 

If we reverse the order of encryption and vacating room, 
i.e., reserving room prior to image encryption at content 

owner side, the RDH tasks in encrypted images would 

be more natural and much easier which leads us to the 

novel framework, “Reserving Room Before Encryption 

(RRBE)”. As shown in Figure1, the content owner first 

reserves enough space on original image and then 

converts the image into its encrypted version with the 

encryption key. Now, the data embedding process in 

encrypted images is inherently reversible for the data 

hider only needs to accommodate data into the spare 

space previous emptied out. The data extraction and 

image recovery are identical to that of Framework 
VRAE. Obviously, standard RDH algorithms are the 

ideal operator for reserving room before encryption and 

can be easily applied to Framework RRBE to achieve 

better performance compared with techniques from 

Framework VRAE.  

Figure 1: Framework of   RDH with Reserving room before encryption with AES Encryption 
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In practical aspect, the Framework of RRBE primarily 

consists of four stages: Generation of encrypted image, 

Data hiding in encrypted image, Data extraction and 

Image recovery. Actually, to construct the encrypted 

image, the first stage can be divided into three steps: 

image partition, self reversible embedding followed by 

image encryption. At the beginning, image partition step 

divides original image into two parts A and B; then, the 

LSBs of A are reversibly embedded into B with a 

standard RDH algorithm so that LSBs of A can be used 

for accommodating message. At last, encrypt the 

rearranged image to generate its final version. 

 

4.1 Image Partition 
 

The operator here for reserving room before encryption 

is a standard RDH technique, so the goal of image 

partition is to construct a smoother area , on which 

standard RDH algorithms can achieve better 

performance. To do that, without loss of generality, 

assume the original image is an 8 bits gray-scale image 

with its size M x N and First, the content owner extracts 

from the original image, along the rows, several 
overlapping blocks whose number is determined by the 

size of to-be-embedded messages, denoted by l. In 

detail, every block consists of rows (where m=[ l/N ]), 

and the number of blocks can be computed through  n= 

M-m+1. An important point here is that each block is 

overlapped by pervious and/or sub sequential blocks 

along the rows. For each block, define a function (  f ) to 

measure its first-order smoothness. 

 
              m     N-1  

f   =   ∑  ∑  │Cu,v  –  Cu-1,v + Cu+1,v + Cu,v-1 + Cu,v+1            

       u=0 u=2                                                  4                                   (1) 

     

Higher relates to blocks which contain relatively more 
complex textures. The content owner, therefore, selects 

the particular block with the highest f to be A , and puts 

it to the front of the image concatenated by the rest part 

B with fewer textured areas, as shown in Figure 2. 

 
Figure 2: Illustration of image partition and embedding process 

 

4.2 Self-Reversible Embedding 
 

The goal of self-reversible embedding is to embed the 

LSB-planes of  A into B by employing traditional RDH 

algorithms. Pixels in the rest of image B are first 

categorized into two sets: white pixels with its indices i 

and j satisfying   ( i + j ) mod 2 = 0 and black pixels 

whose indices meet ( i+j ) mod 2 = 1, as shown in Fig.2. 

Then, each white pixel, Bi,j is estimated by the 

interpolation value obtained with the four black pixels 

surrounding it as follows: 

 

B’i,j = w1Bi-1,j + w2Bi+1,j + w3Bi,j-1 + w4Bi,j+1                (2) 

 

where the weight W i , 1 ≤  i  ≤ 4 , is determined by the 

same method as proposed in. The estimating error is 

calculated via  ei,j = Bi,j – B’i,j and then some data can be 

embedded into the estimating error sequence with 

histogram shift. After that, we further calculate the 
estimating errors of black pixels with the help of 

surrounding white pixels that may have been modified. 

Then another estimating error sequence is generated 

which can accommodate messages as well. Furthermore, 

we can also implement multilayer embedding scheme by 

considering the modified B as “original” one when 

needed. In summary, to exploit all pixels of  B, two 

estimating error sequences are constructed for 

embedding messages in every single-layer embedding 

process. By bidirectional histogram shift, some 

messages can be embedded on each error sequence. That 
is, first divide the histogram of estimating errors into 

two parts, i.e., the left part and the right part, and search 

for the highest point in each part, denoted by LM and 

RM , respectively. For typical images, LM = -1 and RM 

= 0. Furthermore, search for the zero point in each part, 

denoted by LN and RN. To embed messages into 

positions with an estimating error that is equal to RM , 

shift all error values between RM+1 and RM-1 with one 

step toward right, and then, we can represent the bit 0 

with RM and the bit 1 with RM+1. The embedding 

process in the left part is similar except that the shifting 

direction is left, and the shift is realized by subtracting 1 
from the corresponding pixel values. 

 

4.3 Data Hiding with Authentication Code 
 

Now the data hider can embed some data into the 

original A part .The data hider read 10 bits information 

in LSBs of first 10 pixels. After knowing how many bit-

planes and rows of pixels he can modify, the data hider 

simply adopts LSB replacement to substitute the 
available bit-planes with additional data m . Finally, the 

data hider sets a label following m to point out the end 

position of embedding process and further encrypts it to 

formulate marked encrypted image denoted by E’. 

Anyone who does not possess the data hiding key could 

not extract the additional data. 

 

4.4 Generation of Encrypted Image Using AES 
 

After rearranged self-embedded image, denoted by X , is 

generated, we can encrypts X to construct the encrypted 

image, denoted by E .With a block cipher (AES) the 

encryption version of X is easily obtained. Advanced 
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Encryption Standard (AES) algorithm is used to carry 

out the final encryption. This algorithm is flexible in 

supporting any combination of data and key size of 128, 

192, and 256 bits. However, AES merely allows a 128 

bit data length that can be divided into four basic 

operation blocks. These blocks operate on array of bytes 

and organized as a 4×4 matrix that is called the state. For 

full encryption, the data is passed through Nr rounds (Nr 

= 10, 12, 14). 

 

4.5 Data Extraction and Image Recovery  
 

Since data extraction is completely independent from 

image decryption, the order of them implies two 

different practical applications. 
 
Case 1: Extracting Data From Encrypted Images:  
 
To manage and update personal information of images 

which are encrypted for protecting clients’ privacy, an 

inferior database manager may only get  access to the 

data hiding key and have to manipulate data in encrypted 

domain. The order of data extraction before image 

decryption guarantees the feasibility of our work in this 

case. When the database manager gets the data hiding 

key, he can decrypt the LSB-planes of AE and extract 

the additional data by directly reading the decrypted 

version. When requesting for updating information of 

encrypted images, the database manager, then, updates 
information through LSB replacement and encrypts 

updated information according to the data hiding key all 

over again. As the whole process is entirely operated on 

encrypted domain, it avoids the leakage of original 

content. 

 
Case 2: Extracting Data From Decrypted Images:  
 

In Case 1, both embedding and extraction of the data are 

manipulated in encrypted domain. On the other hand, 

there is a different situation that the user wants to 

decrypt the image first and extracts the data from the 

decrypted image when it is needed. The following 

example is an application for such scenario. Assume 

Bella outsourced her images to a cloud server, and the 

images are encrypted to protect their contents. Into the 

encrypted images, the cloud server marks the images by 

embedding some notation, including the identity of the 

images’ owner, the identity of the cloud server and time 

stamps, to manage the encrypted images. Note that the 

cloud server has no right to do any permanent damage to 

the images. Now an authorized user, Edward who has 

been shared the encryption key and the data hiding key, 

downloaded and decrypted the images. Edward hoped to 

get marked decrypted images, i.e., decrypted images still 
including the notation, which can be used to trace the 

source and history of the data. The order of image 

decryption before/without data extraction is perfectly 

suitable for this case.  

 

Now the Generation of marked decrypted image is as 

follows : 

 

A) Generating the Marked Decrypted Image 

 
To form the marked decrypted image X” which is made 

up of A” and B” the content owner should do following 

two steps. 

 

• Step 1. With the encryption key, the content owner 

decrypts the image except the LSB-planes of AE The 

decrypted version of E’ containing the embedded data 

canbe calculated by 

 

X”i,j(k) = E’i,j(k) ⊕ ri,j(k)               (3) 
And   

                     7      

X”i,j      =   ∑  X”i,j(k) x 2k                               
                        k=0                                                                                                (4) 

 

 • Step 2. Extract SR and ER in marginal area of B” . By 

rearranging A” and B” to its original state, the plain 

image containing embedded data is obtained. As can be 

seen, the marked decrypted image X” is identical to 

rearranged X except LSB-planes of A . At the meantime, 

it keeps perceptual transparency compared with original 

image. 

 

More specifically, the distortion is introduced via two 

separate ways: the embedding process by modifying the 

LSB-planes of A and self-reversible embedding process 

by embedding LSB planes of A into B. The first part 

distortion is well controlled via exploiting the LSB-

planes of A only and the second part can benefit from 

excellent performance of current RDH techniques. 

 

B) Data Extraction and Image Restoration: 

 
After generating the marked decrypted image, the 

content owner can further extract the data and recover 

original image. The following outlines the specific steps: 

 

• Step 1. Record and decrypt the LSB-planes of A” 

according to the data hiding key; extract the data until 

the end label is reached. 

 

• Step 2. Extract LN, RN, LM, RM, LP, RP, Rb,x and 

boundary map from the LSB of marginal area of B” 

.Then, scan B”to undertake the following steps. 
 

• Step 3. If Rb is equal to 0, which means no black 

pixels participate in embedding process, go to Step 5. 

 

• Step 4. Calculate estimating errors e’i,j of the black 

pixels B”i,j . If B”i,j belongs to        [1, 254], recover the 

estimating error and original pixel value in a reverse 

order and extract embedded bits when e’i,j is equal to 

LN, LM (or LP ), RM(or RP ) and RN . Else, if B”i,j € 

{0,255}, refer to the corresponding bit in boundary map. 
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If b = 0, skip this one, else operate like B”i,j €  [1 , 254]. 

Repeat this step until the part of payload Rb is extracted. 

If extracted bits are LSBs of pixels in marginal area, 

restore them immediately. 

 

• Step 5. Calculate estimating errors e’i,j  of the white 

pixels B”i,j , and extract embedded bits and recover 

white pixels in the same manner with Step 4. If extracted 

bits are LSBs of pixels in marginal area, restore them 

immediately. 

• Step 6. Continue doing Step 2 to Step 5 x-1 rounds on 

B” and merge all extracted bits to form  LSB-planes of 

A. Until now, we have perfectly recover B . 

 

• Step 7. Replace marked LSB-planes of A” with its 

original bits extracted from B” to get original cover 

image C .We note that if the content owner wants to 

retrieve his image in Case 1, the procedures are exactly 

the same in Case 2. Thus, it is omitted in Case 1 for 

simplicity. 

 

Figure 3: Flow of   Proposed  System 

5. Implementation Issues and Results 
 

The proposed approach will be tested on images such as 

“Lena”, “Airplane”, “Barbara”, “Baboon” and 

“Peppers”. The size of all images is 512 x 512 x 8. The 

objective criteria PSNR is employed to evaluate the 

quality of marked decrypted image quantitatively.  

 

5.1. Choice of LSB-Plane Number  

When original image C is divided into A and B, the size 

of A is determined not only by the length of to be 

embedded messages but also by the number of LSB-

planes embedded reversibly in B . The use of multiple 

LSB-planes takes into account the fact that the size of B 

can be enlarged with an increase in embedding 

capability. Therefore, it is more likely that B only need 
to implement embedding scheme once to accommodate 

LSB-planes of A, thus leading to distortion reduction.  

 
Table 1: PSNR and MSE for Embedding the data “file007” and 

Authentication Code “123” in different images. 

Image Name PSNR MSE 

Lena 80.553 5.7220e-004 

Airplane 82.3162 3.8147e-004 

Baboon 78.0026 0.0010 

Barbara 79.7635 6.8665e-004 

Pepper 76.2956 0.0015 

 

Table 2 : Comparison of  PSNR and MSE of Existing RDH method 
with the proposed RDH with AES Encryption for Embedding the 

secret data “send data to abc” and Authentication code “123”in 

different images. 

 

Image 
Name 

RDH with AES 

Encryption 

RDH with ordinary 

Encryption 

PSNR MSE PSNR MSE 

Lena 76.0837 0.0016 73.2314 0.0031 

Airplane 79.5287 7.2479e-

004 

77.5450 0.0011 

Baboon 76.7532 0.0014 74.1871 0.0025 

Barbara 81.9023 4.1962e-

004 

76.0837 0.0016 

Peppers 74.1871 0.0025 74.6819 0.0022 

 

5.2 Choice of Embedding Strategy 

In the single-layer embedding we introduce two 

solutions for embedding only a small portion of 

messages: 1) embedding data into peak points by 

making use of part error sequence; and 2) searching for 
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proper points in the histogram of all estimating errors. 

Note that the performance of two solutions gradually 

approaches the same with little difference at large 

embedding rate range.  

5.3 Discussion on Boundary Map 
 

Boundary map in this paper, is used for distinguishing 

between natural and pseudo boundary pixels and its size 

is critical to practical applicability of proposed approach.  

In most cases, no boundary map is needed. 

 

5.4 Mat Lab Simulation Results 
 
The following process are done and obtained the 

simulation results before the transmission of information 

 

1. Get Input Data & Authentication 
Enter the Data : file007 

Enter the Authentication code :007 

Input data containing 96 bits 

 

2. Get the image 

 
Figure 4: Test Image 

 

3. Image partitioning 

 
Figure 5: Part A 

     
Figure 6 : Part B 

 

4. Embed Input Data to Part-A 
     96 bits are embedded into Part-A 

 

5. Record Part-A LSB 

 

6. Split Part-B into two part (White & Black) 

 

7. Histogram matrix generation for White & black 

parts 

 

8. Insert Part-A data to Part-B 

 

Embedding Round :1 
12 bits embedded into white pixel need black pixels.. 

13 bits embedded into black pixels 

Embedding Round :2 

27 bits embedded into white pixel need black pixels.. 

15 bits embedded into black pixels 

96 bits of Part-A embedded into Part-B 

Embedding process done 

 

 
            Figure 7 : Watermarked Image 
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9. AES Encrypted image 

 
             Figure 8: Encrypted Image 

 

The following process are done at the destination side 

and obtained the simulation results : 
 

1. Enter the same Authentication code which is used 

during transmission 

Enter the Authentication code :007 

Number of bits embedded: 96 bits 

 Number of character embedded: 7 

2. Received Information at the destination side 

4. Image Partition 

5. Retrieve Data 
    Received data: file007 

6. Retrieve Part-A data from Part-B 

    Split Part-B into two part (White & Black) 
    Histogram matrix generation for White & black   

    Parts. 

7. Embed Part-A data from Part-B 

8. Obtain the cover image after data recovery 

  
Figure 9: Received Encrypted Image 

 

9. AES Decryption:  
     Decrypted image containing message.   

 
              Figure 10: Decrypted Image 

 

 
 Figure 11: Cover Image 

10. Calculate PSNR and MSE from the cover image 
PSNR Value : 75.9815 ,  MSE : 0.0016 
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Figure 12: Simulation result of RDH Process at Transmitter 

 

 
Figure 13: Simulation result of RDH Process at the Receiver 

 

6. Conclusion 

 
Reversible data hiding in AES Encrypted images by 

Reserving room before encryption can achieve real 
reversibility with high confidentiality for the secret data 

because of the use of multiple keys during the process ie, 

encryption key as well as data hiding key. With AES 

encryption, the secret key is known to both the sender 

and the receiver. The AES algorithm remains secure, the 

key cannot be determined by any known means, even if 

an eavesdropper knows the plaintext and the cipher text. 

AES is extremely fast compared to other block ciphers. 
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